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How to use this illustrated guide

Start with Download, trial, and paid version, then follow Safety through Recovering files for a first job. Use
the Visual Workspace Tour to learn control names, and match each numbered figure to the nearby
procedure.




1. Introduction

Datattoo Recovery is Windows logical data recovery software. It helps you discover deleted and
damaged file evidence on supported volumes and raw disk images, estimate recoverability before
you write anything, then recover selected items to a safe destination on a different physical disk.

Who this guide is for

* Technicians running DatattooRecovery.exe (portable or installed layout)
* Operators who need a repeatable scan — review — recover workflow

* Buyers evaluating the Technician edition trial and license terms

One product license

There is exactly one commercial product license:
Datattoo Recovery Technician

. The 14-day trial is a limited pre-purchase entitlement for the same product—not a separate consumer

license.

Recoverability vs outcome Source safety first

Before recovery, Datattoo shows conditions such Never recover onto the source disk. Destination
as Excellent, Good, Partial, Overwritten, or must be a different physical disk—not merely
Possibly erased by SSD/TRIM. After recovery, another letter or partition on the same device.

outcomes are Complete, Partial, Unverified, or
Failed.



2. Download, trial, and paid version

There is exactly one product: Datattoo Recovery Technician. The downloadable Windows build, the
14-day trial, and the paid license are the same product— not separate consumer / pro / video SKUs.

Download

@ Open https://www.datattoo.com/download/.
Enter your work email and agree to the Terms and Privacy Policy.

Receive a 6-digit verification code, confirm it, then download the signed portable
DatattooRecovery.exe.

Optional: verify the published SHA-256 on the Download page before first run.

Copy the executable to a thumb drive or other disk if you want a fully portable layout.
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Download does not start the trial

Downloading the executable alone does not consume trial capacity. The desktop starts the trial after
verification when the licensing authority is reachable.

Release fact Current public product
Product | Datattoo Recovery Technician
Filename DatattooRecovery.exe
Platform Windows x64 desktop (fully portable)
| Distribution | Run from fixed storage, USB thumb drive, or memory card
Publisher Secured Globe, Inc.
Download datattoo.com/download

14-day trial (same Technician product)
The trial is a limited pre-purchase entitlement for Datattoo Recovery Technician—not another license SKU.

* Duration: 14 consecutive calendar days from server issuance
* Recovery allowance: 50 unique files or 1 GiB output, whichever comes first
* Per-file limit: max 250 MiB per recovered file during trial

* Always available without entitlement burn: scanning, search, hierarchy/flat viewing, integrity assessment,
and preview (subject to product capability)

* Portable: trial and paid seats both run from the same portable executable model


https://www.datattoo.com/download/
https://www.datattoo.com/download/

In the app, use License » Trial Status..to inspect remaining capacity/time, and License » Activate
License.. when you receive an activation email/code after purchase.

Paid Technician license

Public list price: US $1,250.00 one-time for a named technician / activated workstation (see
datattoo.com/pricing). The server selects the Stripe Price; the browser cannot change the amount. Private
promotion codes, when issued, can be entered in License » Purchase Datattoo.. (Coupon code) and in Stripe
Checkout.

* Perpetual right to the purchased major version

* One activated workstation (device transfer follows published policy)

* Video repair included—no separate add-on SKU

* Unlimited scans/search/preview within product capability; recovery no longer bound by trial caps
* Taxes calculated at checkout when applicable

* Not a silent subscription; annual maintenance/upgrade SKUs may be offered separately later

@ Open https://www.datattoo.com/buy/ (or License » Purchase Datattoo..in the app).
@ Complete secure Stripe Checkout. Card details are never handled by the desktop application.

After payment is confirmed and fulfillment completes, return to Download / Activate and use License »
Activate License.. with the email + verification code.

Trial-first and purchase-first both converge

Whether you start from the trial download or buy first, activation lands on the same Technician
entitlement. Government, multi-seat, purchase-order, tax-exempt, and offline/air-gapped needs are
handled through Secured Globe sales / Government & Enterprise— not only Stripe Checkout.



https://www.datattoo.com/pricing/
https://www.datattoo.com/enterprise-government/
https://www.datattoo.com/buy/

3. Visual Workspace Tour

Learn the exact control names used throughout this guide.
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BiDatzto- | RECOVERY WORKSPACE

[ — ][ — H stop ] | scanscope: Deletedfiles [+ | |Flat List [] |lesystem: Deleted [+ | [Allcongitions [+ | [integity: Al [v] [ searchrecoveredfites

DRIVES 6 PARTITIONS

Local DiskIC) | NTFS | 251968 | ready | H
NTFS | 25198 | ready | bl

& > T Image: fat32_deleted_hello.img

NI O Name « Filesystem State Recovery Condition  Integrity Repair Status Type Size Modified
O ﬁ Original Hello txt Deleted Unknown Not assessed Not applicable xt file 1108
O ﬁ Windows Deleted LFN.txt Deleted Good Not assessed Not applicable xt file 110B
O ﬁ [unknown]ADLFN.TXT Deleted Unknown Not assessed Not applicable TXT file 70B
D ﬁ [unknown]ESTOD. TXT Deleted Unknown Not assessed Not applicable TXT file 1108
O ﬁ [unknown]ESTO1. TXT Deleted Unknown Not assessed Not applicable TXT file 110B |
D ﬁ [unknown]ESTO2. TXT Deleted Unknown Mot assessed Not applicable TXT file 1108
O ﬁ [unknown]ESTO3. TXT Deleted Unknown Not assessed Not applicable TXT file 11.08B
O ﬁ [unknown]EST04 TXT Deleted Unknown Not assessed Not applicable TXT file 11.08B
O ﬁ [unknown]ESTO5 TXT Deleted Unknown Not assessed Not applicable TXT file 1108
—
Select a result toinspect metadata and wamings.
| 2 \tmp\datattoo-portable\Recovered | Browse...
a5 d| o8 [ [ o ——
(] ‘ Video reference. ‘ eoover Selecte

‘ |ouenmvmsuecnon. u:|[ SavePraject ][ Losd Project ][ openlog ]

Figure 4-1. Main Recovery Workspace after a Quick Scan of Case-001 FAT32 test media.



Area Exact Ul label Purpose

Header RECOVERY WORKSPACE Branded main workspace.
Sources DRIVES & PARTITIONS Select volume, partition, or opened image.
Portable Run from another device... Copy/relaunch from another physical device.
Scan Quick Scan/Deep Scan Metadata discovery vs signature carving.
Job control | Pause / Resume / Stop Control long-running work.
Scope Scan scope: Deleted files Also Existing files / All files.
View Directory/Flat List Hierarchy vs flat browsing.
Filters Filesystem: .., All conditions, Integrity: .. Narrow results.
Search Search recovered files... Text filter.
Destination | Destination: + Browse... Off-source recovery folder.
Recover Recover Selected Write checked candidates.
Video Auto-repair damaged videos /Video Optional repair controls.
reference...
Projects Save Project/Load Project Persist/resume session state.
Sector map | ENTIRE SOURCE SECTOR MAP Data / Empty / Signature / Candidate /
Unreadable.
Menus
Menu Commands
File Open Disk Image...; Create Disk Image...; Secure Erase Drive...; Fix Corrupted Video...; Save Project...; Load

Project...; Settings...; Run from another device...; Exit
License | Trial Status...; Activate License...; Purchase Datattoo...; Deactivate This Computer...
Support | Contact Support...; Open Diagnostics Folder; Copy System Information; Check for Updates...

Help User Guide; Privacy & Diagnostics; About Datattoo Recovery...



4. Safety before you begin

Stop writing to the affected drive

Every write, install, download, or OS cleanup can overwrite recoverable clusters. On SSDs, TRIM may erase
deleted-file data quickly. Prefer imaging first when the media is failing or the case is high-value.

Identify the affected volume or physical disk and stop using it for any other work.
Run Datattoo from a different physical device when you can (Run from another device...).
Plan a destination with enough free space on a different physical disk.

If you see clicking, burning smell, flood damage, or unreliable detection, stop logical recovery and use a
hardware laboratory.
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* Recovery destination must not overlap the source physical extents.
* A second partition on the same disk is not a safe destination.

» Default destination folder: <exe-dir>\Recovered



5. Getting started

Datattoo Recovery Technician is fully portable. Copy DatattooRecovery.exe to a thumb drive or another disk
and run it from there. Verify Authenticode publisher Secured Globe, Inc. and the published SHA-256 on
https://www.datattoo.com/download/.

Layout Mutable data roots
Portable = <exe-directory>\Data\..

Installed = %AppData%\DatattooRecovery\.. licensing under %Programbata%\Secured
Globe\Datattoo\Licensing



6. Main window overview

The main window centers on drives, scan controls, the Recovery Browser, destination controls, sector map, and
status. See Chapter 2 for the labeled tour.
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Blpatattoo- | RECOVERY WORKSPACE

[ — ][ — ][ swp ] |scanscope: Deletedfiles [+ | | FlatList [] [Flesystem:eleted [+ | [allconditions [ | [integry:all BIE

DRIVES 6 PARTITIONS
Local Disk[C:] | NTFS | 2519 GE | ready |

|
Local Disk[Z] | NTFS | 251.9 G8 | ready | b|

&« = T Image fat32_deleted_hello.img

e et st el g D Name 4 Filesystem State Recovery Condition Integrity Repair Status Type Size Modified
O ﬁ Original Hello. txt Deleted Unknown Not assessed Not applicable txt file 11.08B
D ﬁ Windows Deleted LFN_txt Deleted Good Not assessed Not applicable txt file 1108
O ﬁ [unknown]ADLFN.TXT Deleted Unknown Not assessed Not applicable TXT file 70B
O ﬁ [unknown]ESTO0. TXT Deleted Unknown Not assessed Not applicable TXT file 110B
O ﬁ [unknown]ESTO1. TXT Deleted Unknown Not assessed Not applicable TXT file 110B |
D ﬁ [unknown]ESTO2 TXT Deleted Unknown Not assessed Not applicable TXT file 1108
O ﬁ [unknown]ESTO3 TXT Deleted Unknown Not assessed Not applicable TXT file 1108
O ﬁ [unknown]ESTO4. TXT Deleted Unknown Not assessed Not applicable TXT file 110B
O ﬁ [unknown]ESTO5 TXT Deleted Unknown Not assessed Not applicable TXT file 11.08B
—
Select a result toinspect metadata and wamings.
| Z:\tmp\datattoo-portable\Recovered | Browse...
2 < o8 [ R - ——
(] ‘ Video reference. ‘ ecover Selecte

‘ |0nen for inspection. u:|[ SaveProject ][ Load Project ][ Openlog ]

Figure 4-1. Main Recovery Workspace after a Quick Scan of Case-001 FAT32 test media.



7. Selecting a source

Select a drive letter, partition, or opened image from DRIVES & PARTITIONS. Use File -» Open Disk Image..
(Ctrl+0O) for *.img, *.dd, *.raw, *.dtimg, and related formats.
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RECOVERY WORKSPACE

[ — ][ — ][ swp ] |scanscope: Deletedfiles [+ | | FlatList [] [Flesystem:eleted [+ | [allconditions [ | [integry:all BIE

DORIVES 6 PARTITIONS

&« = T Image fat32_deleted_hello.img

[J] Name  Filesystem State Recovery Condition  Integrity Repair Status Type Size Modified

O ﬁ Original Hello. txt Deleted Unknown Not assessed Not applicable txt file 11.08B

O ﬁ Windows Deleted LFN.txt Deleted Good Not assessed Not applicable txt file 11.08B

O ﬁ [unknown]ADLFN.TXT Deleted Unknown Not assessed Not applicable TXT file 70B

D ﬁ [unknown]ESTO0.TXT Deleted Unknown Mot assessed Not applicable TXT file 1108

O ﬁ [unknown]ESTO1. TXT Deleted Unknown Not assessed Not applicable TXT file 11.08B

O ﬁ [unknown]EST02 TXT Deleted Unknown Not assessed Not applicable TXT file 11.08B

O ﬁ [unknown]ESTO3 TXT Deleted Unknown Not assessed Not applicable TXT file 1108

D ﬁ [unknown]ESTO4. TXT Deleted Unknown Mot assessed Not applicable TXT file 1108

O ﬁ [unknown]ESTO5 TXT Deleted Unknown Not assessed Not applicable TXT file 11.08B

—
Select a result toinspect metadata and wamings.

| Z:\tmp\datattoo-portable\Recovered | Browse...
@fiesselected | 08 _— ETTE— R Selected
(] ‘ Video reference. ‘ ecover Selecte

‘ |unen for inspection. u:|[ SaveProject ][ Load Project ][ Openlog ]

Figure 5-1. DRIVES & PARTITIONS list showing the selected Case-001 image source.

Supported logical filesystems
NTFS, FAT12, FAT16, FAT32, and exFAT. ReFS is unsupported. Locked BitLocker volumes are not decrypted.

Run from another device

Use Run from another device... when Datattoo is running on the disk you need to scan.
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Bnatatoe: | RECOVERY WORKSPACE

e | [ monme || wmp | [somecmeoseedtin [1] -] [l ot |- (e[| ey
DRIVES 5 PARTITIONS
& > T Image: fat32_deleted_hello.img

Local Disk[C:] | NTFS | 251.9GB | ready | b
Ao ioelf P75 | 251908 Lok |E [ Name =~ Filesystem State Recovery Condition  Integrity Repair Status Type size Modified

D ﬁ Original Hello.txt Deleted Unknown Mot assessed Not applicable txt file 1108

O ﬁ Windows Deleted LFN.txt Deleted Good Not assessed Not applicable xt file 11.08B

O ﬁ [unknown]ADLFN.TXT Deleted Unknown Not assessed Not applicable TXT file 70B

O ﬁ [unknown]ESTO0. TXT Deleted Unknown Not assessed Not applicable TXT file 1108

D ﬁ [unknown]ESTOL.TXT Deleted Unknown Mot assessed Not applicable TXT file 1108

O ﬁ [unknown]EST02 TXT Deleted Unknown Not assessed Not applicable TXT file 11.08B

O ﬁ [unknown]ESTO3. TXT Deleted Unknown Not assessed Not applicable TXT file 11.08B

O ﬁ [unknown]EST04 TXT Deleted Unknown Not assessed Not applicable TXT file 1108

D ﬁ [unknown]ESTO5.TXT Deleted Unknown Mot assessed Not applicable TXT file 1108

—
Select a result toinspect metadata and wamings.
| Z:\tmp\datattos-portable\Recovered | Browse...
- e [

‘ |ouenmvmsuecnon. u:|[ SavePraject ][ Losd Project ][ openlog ]

Figure 5-2. Run from another device... control on the main workspace.



8. Scanning

Quick Scan

Quick Scan performs metadata-oriented discovery. It does not silently escalate into deep carving. On small lab
images the metadata pass can finish quickly; watch the status line and progress bar while it runs.

RECOVERY WORKSPACE ~ 77

m@[ pause ][ Resume ][ - ] Scanscope: Deletedfiles | | | FlatList | [Filesystem:Deleted || [allconditions || [integrity: all -

DRIVES § PARTITIONS

Local Disk(C:] | NTFS | 251968 | ready | £
Local Disk [Z:) | NTFS | 251.9G8 | ready | b
Image: fat32_deleted_helln.img | 342 MB

& = T | Image: fat32_deleted_hello.img

Name = Filesystem State Recovery Condition | Integrity Repair Status Type Size Modified

O

D ﬁ Original Hello.txt Deleted Unknown Not assessed Not applicable txt file 110B

[} ﬁ Windows Deleted LFN. xt Deleted Good Not assessed Not applicable txt file 1108

[} ﬁ [unknown]ADLFN. TXT Deleted Unknown Not assessed Not applicable TXT file 708

[} ﬁ [unknown]ESTOO.TXT Deleted Unknown Not assessed Not applicable TXT file 1108

D ﬁ [unknown]ESTOLTXT Deleted Unknown Not assessed Not applicable TXT file 1108 L}
[} ﬁ [unknown]ESTO2. TXT Deleted Unknown Not assessed Not applicable TXT file 1108

[} ﬁ [unknown]ESTO3.TXT Deleted Unknown Not assessed Not applicable TXT file 1108

[} ﬁ [unknown]EST04 TXT Deleted Unknown Not assessed Not applicable TXT file 1108

D ﬁ [unknown]ESTO5.TXT Deleted Unknown Not assessed Not applicable TXT file 110B

Select aresult toinspect metadata and wamings.

ZAtmp\datatton-portable\Recovered

Dfiesselected | DB
f I Recover Selected

Video reference.

open for inspection. ] [ Save Project ][ Load Project ][ Open log ]

Figure 7-1. Completed Quick Scan results in Flat List view with deleted FAT candidates.

Deep Scan

Deep Scan performs signature-oriented discovery. Progress shows percent, throughput, ETA, offset, and the
ENTIRE SOURCE SECTOR MAP.



Elpstatts: | RECOVERY WORKSPACE

Allconditions |+ | [ntegity: All

Run from another device. .. ] [ DQuick Scan ] [ Deep Scan ] [ Pause ] [ Resume ] [s o [ | Fattist [+] [ Filesystem: Deteted

DRIVES § PARTITIONS

Image: Datattoo-Test-Drive-deep.i 6.

& = 1 | Sourcevolume ENTIRE SOURCE SECTOR MAP

Name < Filesystem ... Recovery C... Integrity Repair Status | Type Size Ma

No results match the current filter.

Select aresult toinspect metadata and wamings

Z:tmp\datatton-portable\Recovered ‘ Browse...
of

- N —

Deep Scan - sector carving | 24.609% | 63.0 MB/256.0 MB | offset 0x3DFF840 | 639.0 MiB/s | EWMA 6.3 MiB/s | ETA Om 30s 1 [ Save Project ] [ Load Project ] [ Openlog ]

Figure 6-2. Deep Scan in progress on Datattoo-Test-Drive-deep.img with sector map and byte-based progress.
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Blpatattoo- | RECOVERY WORKSPACE

s | [ s || sup | (s vonir [1] [t (] [l ot [~] et [ e o =
DRIVES 5 PARTITIONS
« | > + Image: Datattoo-Test-Drive-deep.img ENTIRE SOURCE SECTOR MAP
Local Disk[C:) | NTFS | 251.8GE | ready | i i .
et e U TR [ Name ~ Filesystem ... RecoveryC.. Integrity  RepairStaus Type  Size Mo
O ﬁ Original Hello. txt Deleted Unknown Mot asses.. Not applicable _txt file 1108
O ﬁ Windows Deleted LFN.ixt  Deleted Good Mot asses..  Not applicable txt file 1108
D ﬁ [unknown]ADLFN.TXT Deleted Unknown Not asses...  Not applicable TXT file 708
O ﬁ [unknown]ESTO0. TXT Deleted Unknown Mot asses.. Not applicable  TXT file 1108
O ﬁ [unknown]ESTO1. TXT Deleted Unknown Mot asses.. Not applicable  TXT file 1108 .
O ﬁ [unknown]EST02 TXT Deleted Unknown Mot asses..  Not applicable  TXT file 1108
D ﬁ [unknown]ESTO3.TXT Deleted Unknown Not asses...  Not applicable TXT file 110B
O ﬁ [unknown]EST04 TXT Deleted Unknown Mot asses.. Not applicable  TXT file 1108
O ﬁ [unknown]ESTO5 TXT Deleted Unknown Mot asses.. Not applicable  TXT file 1108
] [y L ]
Select a resuit to inspect metadata and wamings.
Z:\tmp\datattoo-portable\Recovered | Browse...
R ==

[Ready] CLI finished (exit 0). Window left open for inspection. [|:|[ SaveProject ][ Load Project ][ Openlog ]

Figure 6-1. Scan workspace on Datattoo-Test-Drive after CLI automation, with sector map and deleted candidates.



RECOVERY WORKSPACE =~ 7

Run fromanather device... @ — — . Scan scope: Deletedfiles |~ | |FlatList | |Filesystem: Deleted || [Allconditions [« [inegrity: AU -

DRIVES § PARTITIONS

& = T | Image: DatattooTest-Drive-deep.img ENTIRE SOURCE SECTOR MAP
Local Disk (C:] | NTFS | 251.8G8 | ready | i
s Ll [J Name . Filesystem ... RecoveryC... Integrity  RepairStatus | Type | Size Mo
[} ﬁ Original Hello.txt Deleted Unknown Not asses . Mot applicable it file 1108
[} ﬁ Windows Deleted LFN.ixt Deleted Good Not asses . Mot applicable it file 1108
[} ﬁ [unknown]ADLFN.TXT ~ Deleted Unknown Not asses . Mot applicable  TXT file 708
D ﬁ [unknown]ESTO0.TXT Deleted Unknown Mot asses...  Not applicable TXT file 1108
D ﬁ [unknown]ESTOL.TXT Deleted Unknown Not asses...  Not applicable TXT file 1108 -
[} ﬁ [unknown]ESTO2. TXT Deleted Unknown Not asses.. Mot applicable  TXT file 1108
unknown elete nknown ot asses ot applicable ile
ki ESTO3.TXT Deleted Unk N, N, licabl TXT fil 1108
unknown elete Inknown ot asses ot applicable le
ki ESTO4 TXT Deleted Unk N, N, licabl TXT fil 1108
D ﬁ [unknown]ESTO5.TXT Deleted Unknown Mot asses...  Not applicable TXT file 1108
= ] ]
[ ]

Select aresult toinspect metadata and wamings

Zatmp\datattos-porsble\Recoversd

Recover Selected

Video reference...

able | Save Project Load Project Openlog

Figure 6-3. Completed Deep Scan results ready for review in the Recovery Browser.

Scan scope combo Meaning
Scan scope: Deleted files Default deleted-record focus.
Scan scope: Existing files Live/existing entries.

Scan scope: All files Deleted and existing candidates.

Pause, Resume, and Stop

Pause holds the current job. Resume continues it. Stop cancels the scan, including an in-flight source read on
live USB devices. Recover Selected during a scan waits until that stop finishes, then starts restore to the off-
source destination. Do not force-quit or power off while destination files are being written.

Candidate limits vs coverage

If a technician scan hits an internal candidate budget after the source was fully read, Datattoo reports
that the source coverage is complete and that candidates were limited. It does not relabel that result as
an ordinary Complete scan.




9. Reviewing results in the Recovery Browser

Use Directory or Flat List, then filter and search before recovering.
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BiDatzto- | RECOVERY WORKSPACE

[ — ][ — H stop ] Scanscope: Deletedfiles [ Filesystem: Deleted |~ | | Allconditions [ | | integrty: Al (s s

DRIVES 6 PARTITIONS

Local DiskIC) | NTFS | 251968 | ready | H
NTFS | 25198 | ready | bl

& > T Image: fat32_deleted_hello.img

Local Disk - : . - -
image:f: leted_hello.img v l:l Image: fat32_deleted b _ ] Name | Filesystem State Recovery Con... | Integrity Repair Status Type Size Modified
> [ I:l Deleted FAT32 Folder Folder
> [ l:l Deleted FAT32 Folder
D ﬁ Original Hello.txt Deleted Unknown Not assessed  Not applicable txt file 1108
[} ﬁ Windows Deleted LFN xt Deleted Good Not assessed  Not applicable txt file 1108
[} ﬁ [unknown] ADLFN.TXT Deleted Unknown Not assessed  Not applicable TXT file 708
[} ﬁ [unknown]ONFLICT BIN Deleted Partial Not assessed Mot applicable BIN file 700.0 B
D ﬁ [unknown]ONTIG.BIN Deleted Unknown Not assessed  Not applicable BIN file 700.0B
[} ﬁ [unknown]RAG. BIN Deleted Good Not assessed  Not applicable BIN file 700.0 B

Selectaresult toinspect metadata andwamings.

Z\tmp\datatioo-portable\Recavered | Browse...

a5

4| o8 Recover Selected
- ecover Selecte
(m] ‘ videoreference. ‘

[Readyl] CLIfinished (exit 0). Window left open for inspection. | sovePeiest | | LooaProjest | [ Openiog |

Figure 7-2. Directory view preserving folder hierarchy for review.
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RECOVERY WORKSPACE

[ — ][ — ][ swp ] Scanscope: Deletedfiles | | |GEIESMMMM - | [Filesystem Deletes [~ | [allconditions [+ | [integrty:all BIE

DRIVES 6 PARTITIONS

Local Disk[C:] | NTFS | 251.9GB | ready | b
251.9 G | ready | bl

& > T Image: fat32_deleted_hello.img

po Dok | V178 | 29000 | ma | [ Name =~ Filesystem State Recovery Condition  Integrity Repair Status Type size Modified _
D ﬁ Original Hello.txt Deleted Unknown Mot assessed Not applicable txt file 1108
O ﬁ Windows Deleted LFN.txt Deleted Good Not assessed Not applicable txt file 11.08B
O ﬁ [unknown]ADLFN.TXT Deleted Unknown Not assessed Not applicable TXT file 70B
O ﬁ [unknown]ESTO0. TXT Deleted Unknown Not assessed Not applicable TXT file 1108
D ﬁ [unknown]ESTOL.TXT Deleted Unknown Not assessed Not applicable TXT file 110B a
O ﬁ [unknown]EST02 TXT Deleted Unknown Not assessed Not applicable TXT file 11.08B
O ﬁ [unknown]ESTO3. TXT Deleted Unknown Not assessed Not applicable TXT file 11.08B
O ﬁ [unknown]EST04 TXT Deleted Unknown Not assessed Not applicable TXT file 1108
D ﬁ [unknown]ESTO5.TXT Deleted Unknown Mot assessed Not applicable TXT file 1108
—
Select a result toinspect metadata and wamings.
Z:tmp\datatton-portable\Recavered | Browse...

[Readyl] CLIfinished (exit 0). Window left open for inspection. | sovePeiest | | LooaProjest | [ Openiog |

Figure 7-3. Flat List view of deleted candidates.

Filter Exact options

Filesystem | Filesystem: All-Filesystem: Deleted:Filesystem: Existing-Filesystem: Orphaned -
Filesystem: Carved

Conditions | A1l conditions - Good or better -Partial - At risk

Integrity Integrity: All-Integrity: Not assessed:Integrity: Valid-Integrity: Damaged -
Integrity: Repair eligible - Integrity: Repair failed-Integrity: Unsupported
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Bnatatoe: | RECOVERY WORKSPACE

e | [ monme || wmp | [somecmeoseedtin [1] -] [l ot |- (e[| ey <] [ Scarcheoveaies
DRIVES 5 PARTITIONS
& > T Image: fat32_deleted_hello.img
Local Disk[C:] | NTFS | 251.9GB | ready | b
Ao ioelf P75 | 251908 Lok |E [ Name =~ Filesystem State Recovery Condition  Integrity Repair Status Type size Modified
D ﬁ Original Hello.txt Deleted Unknown Mot assessed Not applicable txt file 1108
O ﬁ Windows Deleted LFN.txt Deleted Good Not assessed Not applicable xt file 11.08B
O ﬁ [unknown]ADLFN.TXT Deleted Unknown Not assessed Not applicable TXT file 70B
O ﬁ [unknown]ESTO0. TXT Deleted Unknown Not assessed Not applicable TXT file 1108
D ﬁ [unknown]ESTOL.TXT Deleted Unknown Not assessed Not applicable TXT file 110B a
O ﬁ [unknown]EST02 TXT Deleted Unknown Not assessed Not applicable TXT file 11.08B
O ﬁ [unknown]ESTO3. TXT Deleted Unknown Not assessed Not applicable TXT file 11.08B
O ﬁ [unknown]EST04 TXT Deleted Unknown Not assessed Not applicable TXT file 1108
D ﬁ [unknown]ESTO5.TXT Deleted Unknown Mot assessed Not applicable TXT file 1108
—
Select a result toinspect metadata and wamings.
Z:\tmp\datattos-portable\Recovered | Browse...
of ’ R Selected
(m] | videorference.. | ecover Selecte

[Readyl] CLIfinished (exit 0). Window left open for inspection. | sovePeiest | | LooaProjest | [ Openiog |

Figure 7-4. Result filters: scan scope, filesystem, conditions, and integrity.

File License Support Help

Blpatattoo- | RECOVERY WORKSPACE

[ — ][ — H stap ] | scanscope: Deletedfiles [+ | |FlatList [] |Filesystem: Deleted [+ | [Allcongitions [+ | [integity:all [+] [ retio

DRIVES 5 PARTITIONS

Local Disk[E:] | NTFS | 250868 | ready | £
Ao ioelf P75 | 251908 Lok |E [ Name =~ Filesystem State Recovery Condition  Integrity Repair Status Type size Modified

& = T Image fat32_deleted_hello.img

D ﬁ Original Hello.txt Deleted Unknown Mot assessed Not applicable txt file 1108

Select a result toinspect metadata and wamings.

Z\tmp\datatioo-portable\Recavered | Browse...
- Recaver Selected
[m} | videoreference... |

[Ready] CLI finished (exit 0). Window left open for inspeciion. EI:I[ e ][ Losd Project ][ openlog ]

Figure 7-5. Search recovered files... narrowing the working set.



FAT first-character loss

Deleted FAT 8.3 entries overwrite the first character. Datattoo never invents it. When LFN evidence is missing,
names display as [unknown].. with warnings such as FAT_SHORT_NAME_FIRST_CHARACTER_UNKNOWN.

File License Support Help

Bnatatoe: | RECOVERY WORKSPACE

[ — ][ E— H stap ] | scanscope: Deletedfiles [+ | |Flat List [] [Flesystem Deloted [+ | |t conditions [~ | integity: Al [+ [=

DRIVES 6 PARTITIONS

Local Disk[C:] | NTFS | 251.9GB | ready | b
Local Disk[Z] | NTFS | 251968 | ready | bl

& > T Image: fat32_deleted_hello.img

ez 32 eletodt hello e [ Name = Filesystem State Recovery Condition  Integrity Repair Status Type Size Modified .

D ﬁ Original Hello.txt Deleted Unknown Mot assessed Not applicable txt file 1108

D ﬁ Windows Deleted LFN.txt Deleted Good Mot assessed Not applicable txt file 1108

O ﬁ [unknown]ADLFN.TXT Deleted Unknown Not assessed Not applicable JTXT file 7.0B

O ﬁ [unknown]ESTO0. TXT Deleted Unknown Not assessed Not applicable TXT file 1108

O ﬁ [unknown]ESTO1. TXT Deleted Unknown Not assessed Not applicable TXT file 110B |

D ﬁ [unknown]ESTO2. TXT Deleted Unknown Mot assessed Not applicable TXT file 1108

O ﬁ [unknown]ESTO3. TXT Deleted Unknown Not assessed Not applicable TXT file 11.08B

O ﬁ [unknown]EST04 TXT Deleted Unknown Not assessed Not applicable TXT file 1108

O ﬁ [unknown]ESTO5 TXT Deleted Unknown Not assessed Not applicable TXT file 1108

—
File metadata
Original filerame unavailable
Path: \[unknownlADLFN TXT Size:78 Condition: Unknown
Proposed output name: [unknown]ADLFN. TXT
Physical extents: 1 | first offset (xaA400ength 7
FAT_SHORT_NAME_FIRST CHARACTER_UNKNOWN; FAT_LFN_SEQUENCE_DR_CHECKSUM_INVALID; FAT FAT32_DELETED_CLUSTER_HIGH WORD_ZERO_ON_LARGE VOLUME;
FAT_CHAIN_FREE TERMINATION
Z:\tmp\datattos-portable\Recovered | Browse...
@ d | B N —
(] ‘ Videoreference. ‘ ecover Selecte:

[Readyl] CLIfinished (exit 0). Window left open for inspection. | sovePeiest | | LooaProjest | [ Openiog |

Figure 7-6. Quick Scan results showing deleted FAT candidates and the first-character-loss warning.



File License Support Help

Bnatatoe: | RECOVERY WORKSPACE

e | [ e | [ g | o vt -] Flosysemoolees [ ] [Alloratiors [~ ] [megryat
DRIVES 5 PARTITIONS
& > T Image: fat32_deleted_hello.img
Local Disk[C:] | NTFS | 251.9GB | ready | b
Ao ioelf P75 | 251908 Lok |E [ Name =~ Filesystem State Recovery Condition  Integrity Repair Status Type size Modified
D ﬁ Original Hello.txt Deleted Unknown Mot assessed Not applicable txt file 1108
O ﬁ Windows Deleted LFN.txt Deleted Good Not assessed Not applicable xt file 11.08B
O ﬁ [unknown]ADLFN.TXT Deleted Unknown Not assessed Not applicable JTXT file 7.0B
O ﬁ [unknown]ESTO0. TXT Deleted Unknown Not assessed Not applicable TXT file 1108
D ﬁ [unknown]ESTOL.TXT Deleted Unknown Not assessed Not applicable TXT file 110B a
O ﬁ [unknown]EST02 TXT Deleted Unknown Not assessed Not applicable TXT file 11.08B
O ﬁ [unknown]ESTO3. TXT Deleted Unknown Not assessed Not applicable TXT file 11.08B
O ﬁ [unknown]EST04 TXT Deleted Unknown Not assessed Not applicable TXT file 1108
D ﬁ [unknown]ESTO5.TXT Deleted Unknown Mot assessed Not applicable TXT file 1108
—
File metadata
Original filerame unavailable
Path: \[unknown]ADLFN.TXT Size:7B Condition: Unknown
Proposed output name: [unknown] ADLFN. TXT
Physical extents: 1 | first offset (xaA400ength 7
FAT_SHORT_NAME_FIRST CHARACTER_UNKNOWN; FAT_LFN_SEQUENCE_DR_CHECKSUM_INVALID; FAT FAT32_DELETED_CLUSTER_HIGH WORD ZERD_ON_LARGE_VOLUME;
FAT_CHAIN_FREE TERMINATION
Z:\tmp\datattos-portable\Recovered | Browse...

[Readyl] CLIfinished (exit 0). Window left open for inspection. | sovePeiest | | LooaProjest | [ Openiog |

Figure 16-3. Relevant warnings for a deleted FAT candidate in the metadata pane.

File License Support Help

Blpatattoo- | RECOVERY WORKSPACE

[ — ] [ — ] [ stap ] | scanscope: Deletedfiles [+ | |FlatList Filesystem: Deleted |~ | | All condtions Integrity: All ]| | sesrch ecoveredfiles
DRIVES 5 PARTITIONS
& = T Image fat32_deleted_hello.img
Local Disk[C:] | NTFS | 251.9GB | ready | i
Ao ioelf P75 | 251908 Lok |E [ Name =~ Filesystem State Recovery Condition  Integrity Repair Status Type size Modified
D ﬁ Original Hello.txt Deleted Unknown Not assessed Not applicable .txt file 11.0B
O ﬁ Windows Deleted LFN.txt Deleted Good Not assessed Not applicable xt file 11.08B
O ﬁ [unknown]ADLFN.TXT Deleted Unknown Not assessed Not applicable TXT file 70B
D ﬁ [unknown]ESTO0.TXT Deleted Unknown Mot assessed Not applicable TXT file 1108
O ﬁ [unknown]ESTO1. TXT Deleted Unknown Not assessed Not applicable TXT file 110B |
D ﬁ [unknown]ESTO2. TXT Deleted Unknown Mot assessed Not applicable TXT file 1108
O ﬁ [unknown]ESTO3. TXT Deleted Unknown Not assessed Not applicable TXT file 11.08B
O ﬁ [unknown]EST04 TXT Deleted Unknown Not assessed Not applicable TXT file 1108
O ﬁ [unknown]ESTO5 TXT Deleted Unknown Not assessed Not applicable TXT file 11.08B
Filemetadata
Verified originalname
Path: \Original Hello:txt Size:11B Condition: Unknawn
Proposed output name: Driginal Hello et
Physical extents: 1 | first offset 0x3A200 length 11
FAT_SHORT_ALIAS_FIRST_BYTE_UNKNOWN; FAT FAT32_DELETED CLUSTER HIBH WORD ZERO_ON_LARGE VOLUME; FAT_CHAIN_FREE_TERMINATION
HELLO-FAT32
2 \tmp\datattoo-portable\Recovered | Browse...
E—

[Ready] CLI finished (exit 0). Window left open for inspeciion. EI:I[ e ][ Losd Project ][ openlog ]

Figure 7-7. File preview and metadata pane for a selected candidate.



Elpstatts: | RECOVERY WORKSPACE

Allconditions |+ | [ntegity: All

Run fromanather device... w [ — ] [ — ][ . ] | Scanscope: Deletedfiles | | | FlatList [v] | Flesystem: Deleted

DRIVES 6 PARTITIONS
Local Disk (C:] | NTFS | 251968 | ready | &

Local Disk [Z:) | NTFS | 251.9G8 | ready | b

& = T | Image: fat32_deleted_hello.img

mege at32 toloted. helio e | 542 M3 [ Name | Filesystem State Recovery Condition | Integrity Repair Status Type Size Modified .
[} ﬁ Original Hello.txt Deleted Unknown Not assessed Not applicable txt file 1108
D ﬁ Windows Deleted LFN txt Deleted Good Not assessed Not applicable txt file 1108
[} ﬁ [unknown]ADLFN. TXT Deleted Unknown Not assessed Not applicable TXT file 708
(] ﬁ [unknown]ESTO0.TXT Deleted Unknown Not assessed Not applicable TXT file 1108
D ﬁ [unknown]ESTOL.TXT Deleted Unknown Not assessed Not applicable TXT file 1108 | |
D ﬁ [unknown]ESTO2 TXT Deleted Unknown Not assessed Not applicable TXT file 1108
[} ﬁ [unknown]ESTO3.TXT Deleted Unknown Not assessed Not applicable TXT file 1108
[} ﬁ [unknown]ESTO4 TXT Deleted Unknown Not assessed Not applicable TXT file 1108
D ﬁ [unknown]ESTO5.TXT Deleted Unknown Not assessed Not applicable TXT file 110B
—
Select aresult to inspect metadata and wamings

‘ ZAtmp\datattoo-portable\Recovered ‘ Browse....

of S o = | R Selected

(] ‘ Viden referen | ecover Selecta

| ‘nuenmrlnsuemnn. u:|[ SaveProject ][ Load Project ][ Open log ]

Figure 7-8. Integrity and recovery-condition information in the results list.




10. Recovering files

@ Select candidates with tri-state checks.
@ Set Destination via Browse. .. on a different physical disk.
@ Confirm Settings — Recovery options.

@ Click Recover Selected.

@ Review Complete / Partial / Unverified / Failed outcomes and hashes.

File License Support Help

BiDatzto- | RECOVERY WORKSPACE

[ — ][ E— H stap ] | scanscope: Deletedfiles [~ | |Flatist [ [Flesystem Deleted [+ | |t conditions [~ | [integaty: At s f

DRIVES 6 PARTITIONS
Local Disk[C:] | NTFS | 25L.3GB | ready |
NTFS | 251968 | ready | b

Local Disk

& = T Image fat32_deleted_hello.img

= Name 4 Filesystem State Recovery Condition Integrity Repair Status Type Size Modified
ﬁ Original Hello. txt Deleted Unknown Not assessed Not applicable it file 1108
ﬁ Windows Deleted LFN.txt Deleted Good Mot assessed Not applicable txt file 1108
ﬁ [unknown]ADLFN.TXT Deleted Unknown Not assessed Not applicable TXT file 7.0B
O ﬁ [unknown]ESTO0. TXT Deleted Unknown Not assessed Not applicable TXT file 11.08B
O ﬁ [unknown]ESTO1. TXT Deleted Unknown Not assessed Not applicable TXT file 110B |
O ﬁ [unknown]ESTO2 TXT Deleted Unknown Not assessed Not applicable TXT file 1108
D ﬁ [unknown]ESTO3.TXT Deleted Unknown Mot assessed Not applicable TXT file 1108
O ﬁ [unknown]EST04 TXT Deleted Unknown Not assessed Not applicable TXT file 11.08B
O ﬁ [unknown]ESTO5 TXT Deleted Unknown Not assessed Not applicable TXT file 1108
—
File metadata
Driginal filename unavailable
Path: \[unknown]ADLFN.TXT Size: 7B Condition: Unknown
Proposed output name: [unknown]ADLFN TXT
Physical extents: 1 | first offset 0x3A400 ength 7
FAT_SHORT_NAME_FIRST_CHARACTER_UNKNOWN; FAT_LFN_SEQUENCE OR_CHECKSUM_INVALID; FAT. FAT32_DELETED CLUSTER_HIGH WORD_ZERO ON_LARGE VOLUME;
FAT_CHAIN_FREE_TERMINATION
2 \tmp\datattoo-portable\Recovered | Browse...
o ik Recover Selected
(m] ‘ videoreference. ‘

[Ready] CLI finished (exit 0). Window left open for inspection. D:|[ SaveProject ][ Load Project ][ Openlog ]

Figure 8-1. Selecting files and folders for recovery with tri-state checks.



€D 4

Favorites
= £ Desktop
B My computer
[ Documents
T Trash

s

File Size Type Modified |
Elr Folder

5, My Computer Folder

[ Documents Folder

& Trash Folder
(<] | [>]

File name: |

Figure 8-2. Recovery destination selection dialog / Browse path.

o | coem

Collision policy:

| Video Repair | Privacy & Diagnostics | Updates | Licensing

[+| Preserve source hierarchy

[ | Show system and recovery metadata

Rename safely

Figure 8-3. Collision-policy settings on Settings — Recovery (Rename safely).

ok || Ccancel




General || Recovery || Video Repair | Privacy & Diagnostics Updates | Licensing

...........................

+| Presernve source hierarchy

Show system and recovery metadata

Collision policy: Rename safely -

OK Cancel

Figure 8-4. Preserve source hierarchy setting on Settings — Recovery.

Collision policy Behavior

Rename safely Default; avoid overwriting by renaming.

Skip Leave existing destination files untouched.
| Overwrite Replace colliding destination files.

Recovery progress figures

Live recovery-progress and completion-summary screenshots require a recovery-entitled seat (trial
allowance or paid Technician activation). Re-capture those frames on an entitled Windows workstation for
case-study appendices; the recovery controls and settings above match the current Ul.




11. Video repair

Repair writes a separate validated output and never modifies the source or the reference. Supported families
include damaged MP4/MOV with H.264 (AVC) or HEVC streams. Use Auto-repair damaged videos on the
workspace, or Settings — Video Repair: Automatically repair supported damaged videos. Optional Video
reference... supplies a healthy same-camera stream. File » Fix Corrupted Video.. repairs a file you choose
without scanning a volume. Video repair requires an active trial or paid Technician entitlement.

General | Recovery | Video Repair || Privacy & Diagnostics | Updates | Licensing

......................................

Automatically repair supported damaged videos

Repair always writes a separate validated output and never modifies the source.

OK Cancel

Figure 9-1. Automatic damaged-video repair setting (Settings — Video Repair).



12. Secure Erase

Irreversible overwrite
File » Secure Erase Drive.. overwrites every sector of the selected physical drive or volume with zeros,

three times. Files cannot be restored afterward. Stop leaves a blank disk Windows can format. Datattoo
refuses to erase a disk image file.

@ Select a live drive—not an opened . img.
@ Choose File » Secure Erase Drive..
@ Read the target identity and type the confirmation token exactly.

@ Use Pause / Resume / Stop on the progress dialog if you must interrupt.



13. Disk imaging

File » Create Disk Image..

Select the source to acquire.

Save to a different physical disk (.dtimg / .img).
Retain SHA-256 and bad-sector reports with the case.

Open the image later with Open Disk Image..

0000©



14. Projects and checkpoints

Use Save Project / Load Project on the status bar or the File menu equivalents. Project paths must be off-
source. Runtime folders under Data may include Checkpoints, Catalogs, Thumbnails, and Logs.



15. Settings

Open File » Settings... Sheets match these exact captions:

General | Recovery | Video Repair | Privacy & Diagnostics | Updates | Licensing

[ iOpen destination after successful recoveny

Metwork licensing uses Windows system proxy settings.

| oK | | Cancel

Figure 12-1. General Settings.

General |: Recovery : Video Repair | Privacy & Diagnostics | Updates | Licensing

|| Preserve source hierarchy

[| Show system and recovery metadata

Collision palicy: Rename safely [ ||

Figure 12-2. Recovery Settings.



|Genera| IFIﬂ:m.Efy { Video Repair i Privacy & Diagnostics |Llp|:l.ata |ucens'ng

......................................

[ | Automatically repair supported damaged videos

Repair always writes a separate validated output and never modifies the source.

| oK | | Cancel

Figure 12-3. Video Repair Settings.

| General | Recovery | Video Repair | Privacy & Diagnostics §|upuaus | Licensing

[ | Attach diagnostics by default (not recommended)

Diagnostic attachment remains off by default and always requires preview and con

oK | | Cancel

Figure 12-4. Privacy & Diagnostics Settings.



General

Recovery | Video Repair Privacy & Diagnostics

Update channel: Stable e

Check automatically

Figure 12-5. Update Settings.

Sheet
| General
Recovery
Video Repair
Privacy & Diagnostics
Updates

Licensing

OK Cancel

Options

Open destination after successful recovery; network uses Windows system proxy.
Preserve source hierarchy; Show system and metadata stubs; Collision policy.
Automatically repair supported damaged videos.

Attach diagnostics by default (not recommended).

Update channel Stable/Preview; Check automatically.

Commerce/enforcement status for the current build.



16. Licensing, trial, and purchase

Datattoo Recovery Technician is a one-time US $1,250 license for a named technician / activated
workstation. Public pricing is published at https://www.datattoo.com/pricing/.

* Trial: 14 consecutive calendar days; 50 unique files or 1 GiB recovered (whichever first); max 250 MiB per file.

* Paid: perpetual for the purchased major version; video repair included; one activated workstation.

DATATTOO LICENSE
Trial and entilement status

License: Scan Only - Retry available

Bootstrap endpoint responded (HTTP 404). Set DATATTOO WIZDOME LOCAL DEMO=1 with a local
ActivationService to verify a real WZL1 trial

Recovery enforcement: Disabled until Gate :
Scanning, preview, and project review remain available
here is no Start Trial button; first-run trial is automatic when the licensing authority is reachable

Close

Retry

Activate... ‘ ‘ Purchase... ‘ ‘

Figure 15-2. License Status / Trial Status dialog.

Email: tech

nician-te st@example.invalid|

Verification code:

Activation validates a signed entittement. Datattoo never stores payment secrets in this application.

Activate Cancel

Figure 13-1. Licensing and activation dialog (synthetic technician-test@example.invalid).




Product: Datattoo Recovery Technician

Paid license includes recovery and video repair on the activated
warkstation.

Coupon code:

| accept the Terms of Service

| acknowledge the Privacy Policy

Buy Mow opens a secure Stripe Checkout page. Card details are never handled by this application.

Buy Now Cancel
Figure 13-2. Technician purchase screen.
License menu Purpose
Trial Status... View remaining trial capacity/time.
Activate License... Email + verification code. Payment secrets are never stored in the desktop app.
Purchase Datattoo... Email, optional coupon code, Terms/Privacy checkboxes, then Buy Now opens Stripe
Checkout.
Deactivate This Release the seat when available for your build.

Computer...



17. Diagnostics and support

Persistent diagnostics use authenticated encrypted .sglog (SGL1) files.

@ Support - Contact Support..

@ Enter Email, Subject, and Message (use organizational addresses in production).
@ Optionally enable Include diagnostic logs (off by default).

@ Use Preview Diagnostics... before consenting.

@ Click send.

Email: technician-test@example.invalid
Subject: Test Support Request
Message:

Include diagnostic logs

Logs are excluded by default. Preview them before consenting to attachment.

Preview Diagnostics... ‘

Send Cancel

Figure 14-1. Support request and diagnostic preview controls.



DATATTOO RECOVERY

Professional data recovery by Secured Globe, Inc.

|~]
Publis
Commer
License: See the License menu for entitement status,|
[~

Copy Details

Figure 15-1. About Datattoo Recovery dialog.

OK




18. Command-line automation

The same production engine powers Ul and CLI. Useful forms:

DatattooRecovery.exe --quick-scan SOURCE

DatattooRecovery.exe --deep-scan SOURCE

DatattooRecovery.exe --quick-scan SOURCE --recover all --destination DEST --json-report
report.ndjson

DatattooRecovery.exe --deep-scan SOURCE --recover type:png --destination DEST --json-report
report.ndjson

DatattooRecovery.exe --create-image SOURCE --destination DEST.img

® --scope deleted|existing|all (default deleted)

®* --flat, --project, --resume-project, --log-root

®* --json-report PATH writes NDJSON progress + summary

®* --no-ui hides the window; omit it to leave the Ul open after CLI completion

® __auto-recover / --auto-recover-after N recover off-source after scan (0 = full scan)

* Exit codes: 0 success; 2 invalid command; 3 licensing; 4 unsafe destination; 5 scan failure; 6 recovery
rejected/failed; 7 cancelled

RECOVERY WORKSPACE ~ 77

Run fromanather device... @ — — . Scan scope: Deletedfiles |~ | |FlatList | |Filesystem: Deleted || [Allconditions [« [inegrity: AU -

DRIVES & PARTITIONS
& = T | Image: DatattooTest-Drive-deep.img ENTIRE SOURCE SECTOR MAP

Local Disk (C:] | NTFS | 251.8G8 | ready | i
s Ll [J Name . Filesystem ... RecoveryC... Integrity  RepairStatus | Type | Size Mo

[} ﬁ Original Hello.txt Deleted Unknown Not asses . Mot applicable it file 1108

[} ﬁ Windows Deleted LFN.ixt Deleted Good Not asses . Mot applicable it file 1108

[} ﬁ [unknown]ADLFN.TXT ~ Deleted Unknown Not asses . Mot applicable  TXT file 708

D ﬁ [unknown]ESTO0.TXT Deleted Unknown Mot asses...  Not applicable TXT file 1108

D ﬁ [unknown]ESTOL.TXT Deleted Unknown Not asses...  Not applicable TXT file 1108 -

[} ﬁ [unknown]ESTO2. TXT Deleted Unknown Not asses.. Mot applicable  TXT file 1108

[} ﬁ [unknown]ESTO3.TXT Deleted Unknown Not asses . Mot applicable  TXT file 1108

[} ﬁ [unknown]ESTO4 TXT Deleted Unknown Not asses.. Not applicable  TXT file 1108

D ﬁ [unknown]ESTO5.TXT Deleted Unknown Mot asses...  Not applicable TXT file 1108

= ] ]
[ ]

Select aresult toinspect metadata and wamings

Zatmp\datattos-porsble\Recoversd

R Selected
Video reference... eeaverseiests

able | Save Project Load Project Openlog

Figure 16-1. Command-line scan with the resulting Datattoo Ul left open for inspection.



--json-report NDJSON

.000,"eta_sec”:0.0, "candidates”:1,"visible":0, "detail”
":"Quick Scan - ValidatingCandidates”,"processed
Quick Scan - ValidatingCandidates”,"processed
Quick Scan - ValidatingCandidates”, "processed
Quick Scan - ValidatingCandidates”,"processed”: i P
Completed”, "processed”:20, "total”:28, "offset”:20, "percent”:100.000000, "instant_mib_s
scan-complete”, "processed”:9, "total”:9, "offset”:0, "percent”:100.000000, " instant_mib_s
Finished", "processed”:8, "total":@, "offset”:@, "percent":0.600000, "instant_mib_s":0.001

"Original Hello.txt"}

©0.002,"evma_mib_s"
©.001, "evma_mib_s"
"instant_mib_s":0.001,"ewma_mib_s":0.000,"e
.01, "evma_mib_s":0.000, "eta_sec”:8.0, "candidates”
.01, "ewma_mib_s":0.000, "eta_sec”:0.8,"candidates
"euma_mib_s":0.000, "eta_sec":0.0, "candidates”:9,"vi

Figure 16-2. NDJSON automation report from --json-report.



19. What Datattoo does and does not claim

In scope

Logical recovery on NTFS / FAT12 / FAT16 /
FAT32 / exFAT

Quick metadata and deep carving scans

Raw disk image open + Datattoo imaging
workflow

Recoverability estimates and post-recovery
validation aids

Optional video repair as separate output

Out of scope / not claimed

Hardware repair, clean-room, or platter
recovery

RAID / Storage Spaces assembly as a product
claim

APFS, HFS+, ext, and similar non-Windows
targets

Unlocking BitLocker without keys

Forensic chain-of-custody certification
readiness



20. Troubleshooting

Symptom What to try

No useful candidates Try Deep Scan; consider SSD TRIM / overwrite.

Permission / access Run elevated; prefer imaging then scan the image.

errors

Same-disk destination Choose another physical disk; avoid junctions back to source.

denied

Stop stays on Stopping Wait for the outstanding source read to finish; do not force-quit mid-write. Close Explorer

windows on the source if a USB read is stalled.

FAT names show Expected when the 8.3 first character was deleted and no LFN proves it.
[unknown]

License / trial confusion License — Trial Status... / Activate License...; see datattoo.com for Technician terms.

Secure Erase blocked on Expected. Select a physical drive or volume instead.
an image

© Secured Globe, Inc. Datattoo Recovery Technician User Guide (August 2026). Product policy for pricing and trial is published at
https://www.datattoo.com. Legal terms are governed by the EULA, Terms, Privacy, and Refund pages on the website.



21. Screenshot Index

Every figure in this edition, with its caption. Use PDF reader page search on the figure number if printed page
numbers differ after reflow.



Figure

Figure 4-1
Figure 5-1
Figure 5-2

Figure 6-1
Figure 6-2

Figure 6-3
| Figure 7-1
Figure 7-2
Figure 7-3
Figure 7-4
Figure 7-5
Figure 7-6
| Figure 7-7
Figure 7-8
| Figure 8-1
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| Figure 8-3
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1
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2

Figure 12-
3

Figure 12-
4

Caption

Main Recovery Workspace after a Quick Scan of Case-001 FAT32 test media.
DRIVES & PARTITIONS list showing the selected Case-001 image source.
Run from another device... control on the main workspace.

Scan workspace on Datattoo-Test-Drive after CLI automation, with sector map and deleted
candidates.

Deep Scan in progress on Datattoo-Test-Drive-deep.img with sector map and byte-based
progress.

Completed Deep Scan results ready for review in the Recovery Browser.
Completed Quick Scan results in Flat List view with deleted FAT candidates.
Directory view preserving folder hierarchy for review.

Flat List view of deleted candidates.

Result filters: scan scope, filesystem, conditions, and integrity.

Search recovered files... narrowing the working set.

Quick Scan results showing deleted FAT candidates and the first-character-loss warning.
File preview and metadata pane for a selected candidate.

Integrity and recovery-condition information in the results list.

Selecting files and folders for recovery with tri-state checks.

Recovery destination selection dialog / Browse path.

Collision-policy settings on Settings — Recovery (Rename safely).

Preserve source hierarchy setting on Settings — Recovery.

Automatic damaged-video repair setting (Settings — Video Repair).

General Settings.

Recovery Settings.

Video Repair Settings.

Privacy & Diagnostics Settings.

Anchor

fig-4-1

fig-5-1



Figure 12- | Update Settings.

5

Figure 13- | Licensing and activation dialog (synthetic technician-test@example.invalid).

1

Figure 13- | Technician purchase screen.

2

Figure 14- | Support request and diagnostic preview controls.

1

Figure 15- | About Datattoo Recovery dialog.

1

Figure 15- | License Status / Trial Status dialog.

2

Figure 16- | Command-line scan with the resulting Datattoo Ul left open for inspection.

1

Figure 16- | NDJSON automation report from --json-report.

2

Figure 16- | Relevant warnings for a deleted FAT candidate in the metadata pane.

3

Capture provenance

Application commit: cc882bccd52afaf65746454e3d8174117b2ab826

Executable SHA-256: 345b09e2a3a752ea65dc77ff0d720406f7ccld9becfeaddfefadf30led62e6b2
Capture date (UTC): 2026-08-19

Synthetic case labels: fat32_deleted_hello.img, technician-test@example.invalid
Full-resolution PNG files: docs/user-guide/screenshots/
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